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The Cloud Security Alliance (CSA) is a not-for-profit organization with a mission to 
widely promote best practices for ensuring cyber security in cloud computing and IT 
technologies. CSA also educates various stakeholders within these industries about 
security concerns in all other forms of computing. CSA’s membership is a broad coalition 
of industry practitioners, corporations, and professional associations. One of CSA’s 
primary goals is to conduct surveys that assess information security trends. These 
surveys provide information on organizations current maturity, opinions, interests, and 
actions regarding information security and technology. 

Adaptive Shield commissioned CSA to develop a survey and report to better understand 
the industry’s knowledge, attitudes, and opinions regarding SaaS security and 
related misconfigurations. Adaptive Shield financed the project and co-developed the 
questionnaire by participating with CSA research analysts. The survey was conducted 
online by CSA from January to February 2022 and received 340 responses from IT and 
security professionals from various organization sizes and locations. CSA’s research team 
performed the data analysis and interpretation for this report.1

Goals of the study
The goal of this survey was to understand the current state of SaaS security  
and misconfigurations. 

Key areas of interest include:

•	 Use of SaaS applications with organizations

•	 Methods, policies, and tools for assessing SaaS app security

•	 Timeline for detecting and remediating misconfigurations in SaaS app security

•	 Awareness of new SaaS security related products

Survey Creation 
and Methodology

1 Numbers have been rounded based on the decimal.
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Executive Summary
Many recent breaches and data leaks have been tied back to misconfigurations 
causing it to be a top concern for many organizations. Most research related to 
misconfigurations has focused strictly on the IaaS layers and ignores the SaaS 
stack entirely. Yet, SaaS security and misconfigurations are equally crucial to the 
organization’s overall security.

For these reasons, CSA developed and distributed a survey to better understand 
the use of SaaS applications, timeline and tools for SaaS security assessments, a 
timeframe for misconfiguration detection and remediation, and awareness of security 
tools for SaaS applications.

https://www.adaptive-shield.com/lp/request-a-demo
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Key Finding 2

The leading causes of SaaS 
misconfigurations are lack of visibility 
and too many departments with access
The leading causes of the security incidents are two related issues: too many departments have 
access to the SaaS security settings (35%) and a lack of visibility into changes in the SaaS security 
settings (34%). This finding is not surprising for two reasons:

1.	 Lack of visibility into SaaS security settings was rated a top concern when adopting SaaS 
applications.

2.	 On average, organizations have multiple departments with access to security settings (see the 
section titled “Responsible for SaaS app security settings” for more details).

Organizations need to embrace automation and continuous scanning for not just IaaS 
misconfigurations but also SaaS misconfigurations, to prevent such security incidents. Automation 
enables organizations to remediate the issue in real-time, so they aren’t left vulnerable.

Forty percent of organizations report that departments with security access to SaaS apps are 
business departments (e.g., legal, marketing, sales) that are focused on performing job-related 
tasks. Often they lack the proper training and focus on security to be making changes to security 
settings. However, they need this level of access to the SaaS application to perform their job.  This 
means organizations need to enable access for multiple departments and provide the security 
teams insight into security setting changes. Ultimately, this allows them to detect, prevent, and/or 
correct if an improper change has occurred.

Lack of visibility when
security settings change

35%

34%
Misappropriated
user permissions

8%

Too many departments with
access to security settings

22%
Lack of SaaS security
knowledge

Key Finding 1

SaaS misconfigurations are 
leading to security incidents
Misconfigurations have been a top concern for organizations since at least 2019.2 Unfortunately, 
at least 43% of organizations dealt with one or more security incidents because of a SaaS 
misconfiguration.3 This number could be as high as 63% as a notable amount were unsure if their 
organization had experienced a security incident due to a SaaS misconfiguration. This fact is 
particularly striking when comparing similar data on IaaS misconfigurations; 17% of organizations 
experienced security incidents due to a misconfiguration. 

Organizations need to embrace automation and continuous scanning for not just IaaS 
misconfigurations but also SaaS misconfigurations, to prevent such security incidents. Automation 
enables organizations to remediate the issue in real-time, so they aren’t left vulnerable.

43%
Yes

38%
No

20%
Unsure

2 Top Threats to Cloud Computing: Egregious Eleven. (CSA) 2019.
3 State of Cloud Security Risk, Compliance, and Misconfigurations. (CSA) 2021.
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13% 15% 18%

14% 10% 5%

24%
Yearly

I don’t check

Quarterly

ContinuouslyDaily

WeeklyMonthly

1% 10% 15%

26% 13% 3%

26%
+6 months

Continuously
6%
Unsure

Within 6 months

Within 6 hoursWithin 1 day

Within 1 weekWithin 1 month

Key Finding 3

Investment in business-critical SaaS 
applications is outpacing SaaS security 
tools and staff
Over the past year, 81% of organizations have increased their investment in business-critical SaaS 
applications, but fewer organizations report increasing their investment in security tools (73%) 
and staff (55%) for SaaS security. This change means there is an increasing burden on the existing 
security teams to monitor SaaS security. As seen in another key finding, the use of automation for 
monitoring SaaS security can help to decrease this pressure, but only 26% of organizations utilize 
this technology. Security teams are spending more time manually assessing security, detecting, 
and remediating misconfigurations. Organizations must consider this when investing in business-
critical SaaS applications as the current investment pattern will be unsustainable long-term.

Key Finding 4

Manually detecting and remediating 
SaaS misconfigurations is leaving 
organizations exposed
When organizations manually monitor and remediate their SaaS security settings, it is taxing to the 
security teams and leaves the organization vulnerable.  Nearly half (46%) can only check monthly 
or less frequently, and another 5% don’t check at all. This data means that misconfigurations could 
go undetected for a month or longer. Then once the misconfiguration is found, it takes the security 
teams additional time to remediate. Approximately 1 in 4 organizations take one week or longer to 
resolve a misconfiguration when remediating manually. The bottom line, organizations are being 
left vulnerable. To prevent security incidents due to SaaS misconfigurations, organizations must 
explore automation and other such tools to shorten the timeline to detect and remediate these 
SaaS misconfigurations.

Frequency of SaaS Security Configuration Checks 5a

Length of Time to Fix SaaS Misconfigurations 5b

81%

17%

3%

Business-critical
SaaS application

Security tools for
the SaaS stack

Sta� for SaaS
Security

Remain the
Same

4%
Remain the

Same

7%
Remain the

Same

Decrease 23%
Decrease

38%
Decrease

Increase

73%
Increase

55%
Increase

5 Manual methods only
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Key Finding 5

The use of an SSPM reduces the 
timeline to detect and remediate SaaS 
misconfigurations
Organizations that utilize an SSPM can detect and remediate their SaaS misconfigurations 
significantly quicker. Most of these organizations (78%) checked their SaaS security configurations 
weekly or more frequently. Compare this to organizations not utilizing an SSPM; only 45% were 
able to check weekly or more regularly. 

When resolving the misconfigurations, 73% of organizations using an SSPM resolved it within a 
day, and 81% resolved it within the week. Compare this to organizations that don’t use an SSPM; 
only 36% resolve the misconfiguration within a day and 61% resolve it within one week. Take this 
information together, and SSPM users reduce the time their organization is exposed and likely to 
experience a security breach.

Frequency of SaaS Security Configuration Checks

21% 35%
Weekly

13% 25%
Daily

11% 18%
Continuously

18% 12%
Monthly

15% 4%
Quarterly

10% 4%
Yearly

11% 2%
 I don’t
check

Not currently using SSPM Currently using SSPM

Length of Time to Fix SaaS Misconfigurations

Not currently using SSPM Currently using SSPM

23%
53%

25%
8%

2%
10%

Within minutes or near-real-time

11%
10%

53%

Within 6 hours

Within 1 day

Within 1 week

15%
14%

Within 1 month

8%
4%

Within 6 months

1%
0%

Longer than 6 months

14%
2%

Unsure
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Estimated SaaS application use  
within organizations
On average, organizations report using 102 applications. The maximum number of applications 
reported was over 5000.

Changes to investments in SaaS 
application and security over the 
past year
Organizations have changed their investment in SaaS applications and security over the past year. 
However, investment in business-critical applications is outpacing investment in security tools and 
staff for SaaS applications. If this trend continues, organizations will continue to significantly  
overburden their security teams.
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SaaS Application Use 
in Organizations
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3rd party app access is a top concern 
when adopting SaaS applications
When organizations adopt SaaS applications, their top concerns regard a lack of visibility. 
Specifically, they are concerned with the lack of visibility into 3rd party application access to 
the core SaaS stack (56%) and SaaS security settings (54%). The least selected concern was an 
insufficient amount of SaaS security staff (32%) which could explain the lower levels of investment 
found previously.

Policy when unsanctioned SaaS 
applications are discovered
When organizations discover unsanctioned SaaS applications, 47% perform a full security review. 
Approximately another quarter conduct an abbreviated review (24%).

56%

54%
Lack of visibility into SaaS security settings

Lack of visibility into 3rd Party application access to the core SaaS stack

41%

38%
Lack of SaaS security knowledge

Inability to remediate SaaS security misconfigurations

35%
Lack of automation or tooling for SaaS security

32%
Insu�icient amount of SaaS security sta�

47%
Full review

20%
Block

9%
Allow

24%
Abbreviated review
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Responsible for SaaS app  
security settings
Organizations, on average, report that more than the IT or security departments are responsible 
for SaaS app security settings. The top departments responsible are security (59%), IT (50%), 
and business application owners (40%), which signifies multiple departments that sit outside of 
security. While business application owners have valid reasons to have this level of access, these 
departments lack the proper knowledge of security and interest in maintaining the application’s 
security. This ultimately can cause issues for the security and IT departments who do.

Method for monitoring SaaS  
security configuration
The most common method for monitoring SaaS security configurations is manually (57%). Of those 
organizations that monitor manually, 63% perform this assessment manually. This is not only a 
time-consuming task but also prone to human error. Approximately 1 in 7 organizations report not 
monitoring SaaS security configurations at all. This could be due to a multitude of reasons, one of 
which may be a lack of resources (e.g., tool to automate monitoring, staff to monitor manually).

59%

50%
IT

Security

40%

19%
GRC team

The business application owner (e.g. sales, marketing, or legal department)

10%
I don’t know

4%
Other

Automated

57%

26%
Other
3%

Manually
14%
We do not monitor SaaS
security misconfiguration

SaaS Security Assessment
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Applications assessed for 
misconfigurations
Organizations monitor a wide range of SaaS applications for misconfigurations. The most highly 
selected applications were IAM (52%), communication and collaboration platforms (49%), and file 
sharing/storage (49%). With small differences between concerns, it is clear that organizations are 
worried about their whole SaaS app stack.

52%
Identity and access management - e.g. Okta, Duo, Active Directory

Communication and collaboration - e.g. Slack, Microso� Teams, Google Workspace

File sharing and storage - e.g. One Drive, Dropbox, Box

Repository - e.g Github, BitBucket

Virtual meeting platforms - e.g. Zoom, Skype, GoToMeeting, Webex

49%

49%

43%

41%
Endpoint management - e.g. Intune, Citrix

40%
Cloud data platforms - e.g. Amazon Redshi�, Snowflake, Druid

38%
Customer relationship management  - e.g. Salesforce, Hubspot

36%
Enterprise business intelligence - e.g. Tableau, PowerBI

34%
Electronic signature - e.g. DocuSign, Adobe Sign

32%
Project and work management - e.g. Monday.com, Smartsheet, Trello

29%
Ticketing - e.g. JIRA, Zendesk

22%
Other

2%

9% 10% 11%

13% 26% 31%

I don’t check

Days

Months

WeeksHours

Continuously

10% 11% 11%

15% 17% 23%

13%
Yearly

Weekly

I don’t check

MonthlyDaily

QuarterlyContinuously

Length of time for SaaS security 
configuration assessment
It takes longer than a week for a third of organizations to assess SaaS security configurations. This 
could explain why some organizations are not monitoring their SaaS security configurations; it is a 
time and resource-intensive process.

Frequency of SaaS security 
configuration assessment
Forty percent of organizations check their SaaS security configuration monthly or less frequently; 1 in 
10 organizations reported that they only checked yearly.  The most common response, however, was 
weekly (23%).

https://www.adaptive-shield.com/lp/request-a-demo
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Responsible for detection and 
remediation of SaaS security 
misconfigurations
The primary role responsible for detecting and remediating SaaS security misconfigurations 
appears to vary from organization to organization.  The most common responses were Governance 
& Cybersecurity Risk (23%) and Security Operations (21%).

3rd party/ Vendor
risk assessment

23%

18%
Security Operations
21%

Other
2%

Governance &
Cybersecurity Risk

16%
Security Engineers

19%
Cloud Security
Architect

Misconfigurations in 
SaaS Security

55%
Data Leakage Protection

Access Control, Password Management, & MFA

Malware Protection

Privacy Control

Auditing

54%

33%

32%

24%
Endpoint Protection

24%
Operational Resilience

14%
Mobile Security

13%
Phishing Protection

11%
Key Management

11%

Top areas of concern related to SaaS 
security misconfigurations
The top areas of concern for organizations pertaining to SaaS security misconfigurations are data 
leakage protection (55%) and access control, password management, & MFA (54%). These concerns 
are complementary; they want to avoid access and exfiltration of essential company data.

https://www.adaptive-shield.com/lp/request-a-demo


132022 SaaS Security Survey Report

Request a demo

© Copyright 2022, Cloud Security Alliance. All rights reserved.

Main cause of SaaS misconfigurations
The two primary causes of SaaS misconfigurations stem from too many departments having access 
to security settings (35%) and lack of visibility when security settings change (34%). These causes 
represent two different views about the same problem. The security team responsible for detecting 
and correcting SaaS misconfigurations needs insight into security setting changes, particularly 
when other business departments have access. With this insight, the security team can work 
quickly with the other business departments to correct the security misconfiguration or prevent it 
from occurring altogether.

Lack of visibility when
security settings change

35%

34%
Misappropriated
user permissions

8%

Too many departments with
access to security settings

22%
Lack of SaaS security
knowledge

1%
Other

Within 6 hours

Within minutes or near-real-time

Within 1 week

Within 1 day

Unsure

Longer than 6 months

Within 6 months

Within 1 month

4%

11%

28%

22%

12%

1%

7%

15%

No

20%

38%

Unsure
43%
Yes

Length of time to fix SaaS security 
misconfiguration
Correcting misconfigurations takes about one day (28%) or one week (22%) for most organizations. A 
nearly equal number of organizations take a month or more (23%). For users of SSPM, however, the 
timeline is reduced. Nearly ¾ of organizations using an SSPM can resolve the misconfiguration within 
one day.

Security Incidents due to SaaS security 
misconfigurations within the past year
Reducing the timeline to detect and correct a SaaS security misconfiguration is crucial to preventing  
a security incident.  Unfortunately for 43% of organizations, these misconfigurations did lead to a  
security incident. However, this could be as high as 63% due to the number of unsure respondents.

https://www.adaptive-shield.com/lp/request-a-demo
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Familiarity with cloud security solutions 
and their benefits
Familiarity with four cloud security solutions was assessed. Interestingly, SSPM received  an 
average rating of “somewhat familiar.” Despite only being introduced to the market  approximately 
two years ago, the SSPM  market appears to be maturing rapidly.

Not at all
familiar

Somewhat
familiar

Familiar

CASB CSPM SSPM CWPP

2.28 2.07 1.98 1.86

SaaS Security Tools

38%
No current plans

21%
Within 1 year

Currently using
17%

Within 2 years
24%

Current use or plans to implement SSPM
The percentage of organizations that plan to or currently use SSPM (62%) also point to rapid adoption 
and maturity in the market. The most common reasons cited for planning to implement an SSPM 
were the ability to detect and auto-remediate SaaS misconfigurations (54%) and visibility into policy 
violations in SaaS applications (23%). Organizations who already use an SSPM reported their SaaS se-
curity improved (51%), and they saved time with SaaS security management and maintenance (33%).

Only 38% of organizations report having no current plans to implement an SSPM. The most common 
reasons for not planning to implement an SSPM were not being familiar with the capabilities (46%) 
and a lack of resources to implement a new solution (25%).

The key ways organizations can improve their SaaS security: 

•	 Provide security teams with proper visibility into SaaS app security settings, including 3rd party app access, 
and user permissions. This visibility allows multiple departments to maintain their access without risking 
improper changes that leave the organization vulnerable.

•	 Utilize automated tools to monitor and remediate SaaS security misconfigurations like SSPMs. Automation 
allows security teams to fix these issues in near-real time, reducing the time the organization is left vulnerable  
or preventing the problem from occurring altogether.

These changes provide support to their security team while not preventing other departments from continuing 
their work and avoiding major security incidents.

Conclusion

https://www.adaptive-shield.com/lp/request-a-demo
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This survey was conducted from January to February 2022 and gathered 340 responses from IT and 
security professionals from various organization sizes, industries, locations, and roles.

Demographics

Which of the following best describes the 
principle industry of your organization?

Which of the following best 
describes the principle industry 
of your organization?

Which of the following most 
closely matches your role?

24%
501-2,000 employees

17%
2,001-10,000 employees

20%
10,000 or more
employees

29%
1-500 employees

Other 3%

IT16%

Security
Engineer 16%

Information
Security14%

Cyber
Security 12%

1% Forensics Expert

2% Penetration Tester

3% Vendor Risk
Assessment

3% Deputy
CISO

5% SaaS Security
Architect

8% CISO

2%CIO

3%Security
Operations

4%Cloud Security
Architect

7%Cloud
Security

1%SaaS Security
Transportation & Delivery

Airlines & Aerospace
(including defense)

Automotive

Insurance

Nonprofit

Entertainment
& Leisure

Manufacturing

Contruction, Machinery
& Homes

Finance & Financial
Services

Real Estate

Food & Beverages

Healthcare &
Pharmaceuticals

Advertising
& Marketing

Retail & Consumer
Durables

Education

Business Support
& Logistics

Government

Telecommunications,
Technology, Internet

& Electronics

1%
2%

2%

2%

2%

3%

4%

8%

22%

1%
2%

2%

2%

2%

4%

6%

9%

25%
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What is your role in the decision-making process of 
introducing new strategies?

What region of the world are you located in?

39%
I run the process

48%
I influence the
process

14%
I am not directly
involved

71% 13% 17%
Americas EMEA- Europe,

Middle East, Africa
APAC- Asia Pacific

https://www.adaptive-shield.com/lp/request-a-demo
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About Adaptive Shield
Adaptive Shield, the leading SaaS Security Posture Management (SSPM) company, 
enables security teams to locate and fix configuration weaknesses quickly in their SaaS 
environment, ensuring compliance with company and industry standards. Founded by 
Maor Bin and Jony Shlomoff, Adaptive Shield works with many Fortune 500 enterprises 
to help them gain control over their SaaS threat landscape.

Visit us at www.adaptive-shield.com

Follow us

https://www.adaptive-shield.com/lp/request-a-demo
https://www.adaptive-shield.com/
https://www.linkedin.com/company/adaptiveshield/
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